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Securing project resilience in a complex world

by Sachin Melwani, Director, DADA Enterprises Ltd &
Graeme Miller, BA, MSc, PgD, CFIRM, Chief Executive Officer, Riskoncise Ltd

Tradificnal approaches to managing risk have fallen cut of step with contemporary project
ervironments. Praviously, when projects could predominantly be described as clear or
complicated’, & blend of good practice, best practice, and expert judgment was sufficient for
their delivery. However, a3 we increasingly encounter complex and chaotic project
erwvironments, these raditional methods ~ which assume linear relationships between cause
and effect - ara proving far less effective.

This contention iz supperted by the sobering statistic put forward by Professor Bent Flyvbjerg
thal "91.5% of profects go over budgel over schedule, or both™, and highlights the need

to change our approach to one that embraces complax systems thinking.

Whilsl this mext exciting evalution of risk managamaeant is still in its infancy, the Institute of Risk
Management's Risk & Complexity (R&C) Special Interest Group has recenily published an
accessble set of good practice guidelines aimed at equipping crganisations and projects with
the tools they need to thrive in complex and chaolic environments.
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Practical, Accessible, Usable ~ below is the ACosiE's summary on how projecis can use
these Good Practice Guidelines (GPG) to function and even thrive in the increasing norm of
complex and chaotic domains,

1. What is complexity and how do we identify it?

Whilsl no single acoepled definition covers all Tields, here s consansus on the common
features of complax systems.

"Commeon” features of complex systems:

# self-organisation imo pattems (as with flocks of birds
ar shoals of fish)

» sensitivity to initial conditions (as per the 'buttedly
affect’)

# fat-tailed behaviour, pasi-perceived rare events
happen mone lreguently than standard models would
predict (think market crashes)

* adaptiva intaractions (where agents in the systam
respond 1o changing conditions based on experience)

# feedback loops, where changes compound on each
other, amplifying’ dampening the impact of the
change (positivelnegative feedback)

* display ‘emargent behaviour' (similar to the propearty
of consciousness anising from the neuwrons in the
human brain)

These features give risa to behaviour that cannot be explained as the simple sum of the parts,
a crtical delerminant of complex systems is known as ‘emergence’. An example af this is the
propery of consciousness arising from the interaction of newrons in the human brain,

Though the latest version of 130 31000 - Risk Managemant defines risk as the ‘effect of
uncertainty on abjectives’, there ramains no universally accepted definition of ‘complexily rsk’.
However, the IRM's Risk & Complexity Good Practice Guidelines (GPG) define camplexity
risk a&s ‘the effect of emargence on objechives’.

2. Why should we look out for complexity?

A project may encounter complexity as it progresses through its ifecycle. Moreowver,
complexily may be present in some areas of the project while not in others from one day o
the nexl

Given the colloguial use of the word, it is understandable that the organisational perception of
complexity can be negative. However, it iz important to note that complexity is not something
that can or should be stamped cut, rather it should be understood and embraced to craate
value.
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Understanding the nature of complexity and how it might manifest in a project can oflfer many
benefits, empowering staff at all levels to better navigate potential challenges, capitalise on
opporunitizs, and ullimately build more resilient projects,

It is also important to recognise complexity as opposed fo complicatedness. The distinction
is that complexity refers to non-linear and compounding casual-effect relationships that are
unpredictable and only knewable in retrospedt,

Conversaly, complicaledness can be assessed mone empincally by considering elements in
the problem space such as the number of possible fulure states, measurable objectives,
possible aclions, constraints, and relationships batween the variablas,

It can be useful to consider the root words in Greek and Latin respectively. Complex stems
fram the Greek word ‘plaxus’ meaning ‘woven together’, whereas complicsfed comes from the
Latin word 'complicare’ meaning ‘folded together®.

Benefits of understanding complexity can include:

« More responsive decision making ]
«  More effective resource allocation o

# Improved problem-solving capacity

& Baller communicalion

# Increased scope for innovation Reaql
= More adaptable processes w“rld

Learning &

Ta sal complexily in context, it is usaful to delineale complex systems from clear, complicated,
and chaotic systems. Professor Dave Snowden’s Cynefin framewark provides a succinct way
to assess whal domains your project and its constifuent pars are operating in, offering
guidance as o how best o respond:

¥ Snowden, [ . (2007). A Leader's Framework for Decision Making. Harvard Business Review, Nowember
207,
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The benefits of understanding which demain you are oparating in at any one time include:

Selecting the mast appropriate decision-making procass to follow.
Avoiding oversimplification and making decisions more adaptable to environmental

changes.

Having a better understanding of when to apply or abandon a certain response.
Genarating feadback 1o identify the right problem to salve.
Allowing the grouping of challenges in the same domain.

Tiantian Zhu, Xue Yang. Stein Hawgen, ¥iliv Liu, propose the following 7 dimensions to
describe the features of risk-related decision problems,

* Tizrtian Zhu, Xwe Yang, Stein Haugen, ¥iliv Liv, "A muld-dimensienal spprozch for analyzing risk-related
decizsign problems to enhance dacision making and prevent accidents”, lournal of Loss Prevention in the
Process Industyies, Volume BT, 2024
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1. Criticality {negligible to
critical)

2. Uniqueness (common
to unigue)

The degree of crilicality (risk level) of a problem is determined
by the importance of the safety objectve and the gap betwean
the actual and desired states and proximity to hazard.

Unique problems are often il-structured. Varnation in the degree
of uniquensass will kead to differances in probdem recognition,
plausible objectives, awailebility of altemative plausile
solutiors, and consequently the decision-making process.

- 3. Structuredness (well-
structured to ill-
structured)

Thea degres of sfructuradness of & problam hae a strong impact
an decision-making behaviour,

4. Complicatedness
[zimple to complicated)

Complexty refers 1o a nondinear (and compounding) causal-
eflect relationship, o it's unpreciciable and unknown, whereas
he degree of complicatedness is more empirical.

3. Dynamic [siatic to
dynamic)

Complicatedness, uncerainly, and dynamics are posilively
associated wilth sach other, For exarmple, when decisin-
makers are rob sure which stale will be the future state, they
tend to assign a likelihood to each fulure state,

6. Problem trigger
(proactive vs reactiva)

{low to high)

The Stacey Malrix, published by Ralph Dougles Stacey”, is based on two dimensions:
agresment and carainty. Projects are close to cerainty when cause and effect relationships

A reaclive problem is iiggered by extemal signals from events

and the envirenment, while a proactive problem is riggered by

a desire to achieve certain goals.

Causality refers o the active anbicipation and monitoring of
Samoad g % v o GIOAT Slfeci: Bom. & ghver e enion.

[Zue, T.etad, -E\II}E-"-:I

arg well known, and similar projecis have been performed in the past

3. How can we manage it?

By promoling a syslems thinking approach, we can view the progcl as an acosyslem amd
manage it scoordingly,

The process outlined in the recently published Risk & Complexity Good Practice Guidelines
from the Institute of Risk Managament (IRM) demonstrates how decision-makers can secure
a "sense of placa” from which to understand and respond to complexity risk.

The procass is made up of six iterative phases which guida the user as to how they can start
ta manage complaxity and tha associated rsk to build resilience against disruption.

Im the Investigate phase, the user is taken through preparatory steps to
asgess the current internal position of the project interms of alignment to
i, e the corporate vision, missicn, and sirateqy fo lay foundations for future
work in managing complaxity risk-taking account of {1} granularity, (2]
assential outcomes, (3] structural & procedural vulneraiilitios, (4) cultural
vulnesabifities, and (5] how lo identify complex systems features for
management,
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Within the two axes, Stacey identified five areas:

LNk Lo B2

(Slacey KD, 2002)

Close to agreement, close to cerlainty (Agrae on HOW and agrea on WHAT)

Far from agresment, close to certainty (Disagree on WHAT, but Agres on HOW)
Close to agreement, far from cerainty (Agree on WHAT, but disagree on HOWY)
The zone of complexity (Mot even about WHAT, but about HOW)

Far from agreement, far from certainty (Mo idea about HOW, no idea about WHAT)

* ttacey RD. Strategic management and arganisationa dynamics: the challenge of complexty, 3rd ed. Harlow:

Prentice Hall, 2002,
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The Adapd phase is where the project organisation is actively managed
and altered 1o secura resilience following a disruption.

It allows us to 'Bounce forward’ to create a stronger and more flexible
project in &l senses, cresting  efiiciencies  and  capitalising  on
apportunities.

In e Learm phase, conlinuous improvament & implamented and
malintaned through adaptive eameng,

Hare, data is collated and sanitised from combined expersnce to
generate meaningful and actionable lessons which mlarm tha other
ilarative phases.
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4, How “complexity” changed the name of the game

4.1. The impact on Estimators and Cost Managers:

Systems Learning lessons from

'Investigate™ phase:

#  Sysiems thinking to identify systemic risk
rather than stochastic events to manage
system boundaries.

s |dentify Risk Champions that focus on

Constraints fo risk mitigation actions, and

which can champion Kisk Fall-Back bamers,

Execufive reporting to focus more on an

*;ié, ¢ Real

- . overgrching risk narralive, rather than top "n®
;‘ﬁ"' :t. :;I-;;_;:,‘l Wn rid risks, which may not change month-to-month,
e B H » Model circular feedback loops, and
A g Leu rr"ng secondary risks in your risk assessments,

o Work-llow automaltion lools (o tigger email
nofifications and action plans to alert "agents”
of breached triggers.

o Use of new technology (e.g.. Al'ML) to model
boundary management.

Systems Learning lessons from
the "Anticipate™ phase;

+ Use Natural language processing (MLP),
and web-scraping lechngques, 1o scan
unstructurad data interally, and extarnally
o suppor FESTEL analysis.

= Configure benchmark groups to assass
impact against vision, mission, stratagy,
objectives, and essential outcomes.

+ Plot potential risks by severity & sensiltivity
to pricrtise mitigation efforts.

# Collabaration iools {e.g., Yammer) can
create digital suggestion boxes and
innovation hubs o foster a “human sensor
netwark'. World

« Use insighls from above lo assess existing  Learning
resilience plans.

4.2. The impact on Risk Managers:

Systems thinking from GPG's B-phase Risk & Complexity framework can enhance traditional
Enterprise Risk Managemenl (ERM) best-practice frameworks such as King IV principles, the
CO50; and 150 31000:2018 risk management approaches throwgh (1) objective setting, {2)
event identification, (3) risk assessment, (4) risk response, (5) control activities, (B) information
and commuricalion.
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4,2.1. Objective setting:

» Leadership to be flexible, open to leaming,
and ready lo swilch stralegies based on

o 1 emerging information.
g t E Incentivisation methods to reward desirable

% “had= .{. behaviours and promote desired culture.

» Leadership and Delivery Partners to have

—— |= ‘skin in the game’ o promote accountability
* '? — i [e.g., via NEC EC| Option X2Z].

i w v i Adjust scope as necessary to reflect new
strategic goals or dentified emenging trends.
¥ Identify 'esseniial cutcomes’ on what needs

Lo * 1 be protected in the event of disruption.
# Ensure alignment with the wider
Real World I.EEI'I"III"IQ arganisation's vision, structure, and desired
culiure.

=
(y
R

D

4.2.2. Event identification:
Minimizge impediments to information flow 1o
promote adaptability.
Simplify management structure and
remova/relax onerous internal boundaries and
consiraints 1o aflow easier communication of
risks.
Fun mulliple concurent 'safe fo faid'
axpanmeants to ingpect, adapt, and discover
effactive practices.

Identify the constraintz and complex sysiems REﬂl
fealures that are relevant o dentilied risk. Wﬂrld
Establish Key Risk Indicators (KRIs) to identify Leurning

emerging risks and root causes.

4.2.3. Risk assessment:

+ Banchmark the organisalion's culture and risk
appetite against those of others with desirable
aliributes.

» Investigate and assass emerging risks to gain
inzight as to their validity and pofential impacts.

= [dentify the key decision paints because that is
whera the value of information is releasad.

= Provide the righf information io the Fght people at
the rghf time to make the dght decisions.

= Fasl feedback kops o ensure affactive
responses are shared swifthy and widely,

Real « Run ORAs on Secondary Parent/Child Risks.
World » Understand the organisation's history, including
Leﬂrning significant events, milestones, and changes,
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Real World Learning

4.2.4, Risk response:

» Conductinterviews at difierent levels, where
behaviours misalign with rasponses.

+ Introduce vertical and haorizontal information
feedback loops to support rapid responses and
continuous adaplation, in timeas of disrupbon.

» Think Big, start small, scale rapidly ~ continual
procass improvemant, and support ileralive
development.

# Tast interventicns from safe-to-fail
exparimantation to assess their impact and
gauge feedback before scaling them for wider
use across the organisalion.

¢« Focus on systemic, rather than stochastic
risks.

4.2.5. Control activities:

« Define risk response actions for each risk in line with
the four Cynefin domains (Clear, Complicated,

Complex, Chaaotic).
.r . Manage the impacts and shift the domain 1o one

which is more ordered, predictable and manageable

' ﬁ“ﬂl d using complex systems leatures &.0. boundarias,
' promoie diversity and innovation.
s Lse modularisation together with distributed decision-

making to promote adaptability by affording autonomy
. o manage contained risks.

&« |dentify irigger poinis, Develop strategic responsas
and action plans for each tigger point.

L

4.2.6. Information & Communication:

e Manage Informalion as an Assel. dear metrics (o
manage benefilz across the lifecycle of the project.

e Build a Dafa Democracy: Give people the license Io
experiment using data for additional purposes to
create value,

e fMake dafa FAIR: Findable, Accessible,
Interapearable and Re-usabla.

*» Nake sgcunty an enabiler Ensure information that
flows across organisational boundaries is trusted,
secura, and resilient. Real World L'E-l:‘-ll'l"lil"lrg

* Data stewardship: o ensure quality and fitness for
purpose of the organisation’s data assels.

» Make the information value chain work for the project:
data 1} insights i) decisions i} actions iv) oulocomeas.
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5. Reporting on the interconnected nature of “complex unstructured
problems” using fuzzy [uncertain) sets and fuzzy logic.

How can the Project Controls communily assess this degree of inferconnectedness and
causaliy?

Commercial Managers and Estimators can use of rezource-based view (RBY) to examine a
firn's strategic resources o achieve sustainable competitive advantage.

In mathematics, fuzzy sets (a.k.a. uncertain sets), introduced independently by Lotfi A,
Zaceh” are sets whose elements have degrees of membership. Membership in fuzzy sets is
axprazzad in degreses of truth - Le., as a continuum of values ranging from 0 1o 1. In a narmow
sense, the term fuzzy logle refers to “fuzzy,” boundaries. For example, al age 45 a man s
naither very young nor very old.

Fuzzy sels, or the more formal term, Qualitative Comparative Analysis (QCA) embraces
causal complexity. This suggests thal althaugh the presence of cerain conditions may lead
to a certain outcome, their absence does nol necassanly imply cutcome absence.

How doas this fuzzy logic work?

« Forinstanca, if there were four categorical variablas of interast, {A,B,C,D}, and A and
B were dichotomous (could take on two values), © could teke on five values, and D
could take on three, then there would be 80 possible types possinle combinations of
variables.

® DCA uses inferential logic or Boolean algebra to simplify the logic nesded 1o
understand this complexity.

« For inslance, if the presence of conditions A and B is always associated with the
presence of a paricular value of D, regardless of the observed value of C, then the
value that C takes is imelevant.

& Thus, all 5 inferences involving & and B and any of the 5 values of C may be replaced
by a single descriptive inference "(4 and B) implies the particular valuwe of D",

Fuzzy set (or fsQ0A) can be used o identify the configurations of conditions that kead to
specific outcomes. It achieves this by providing evidence of causality in complex systems,
QCA underscores that causality is complex, characterised by three principles:

1} Conjunction: that multiple, independent causal attibutes jointly produce an
oufcome,

2} Equifinality; that diferent combinations of conditions vield the same cutcome.

3} Asymmetry: that both the presence amnd absence of altributes would be
assoclated with the outcome.

6. How new technology allows us to cope with “complexity risk”
The benefits of Machine Learning Models when compared to data-driven methods for projct
risk forecasting is that they allow the application of cost & time uplift percentages for genernic
project categornies:

*Ragin, C. C., & Penninga, P. (2005). Fuzzy Sets and Soclal Research. Sociological Methods
& Resaarch, 334}, 423-430. hitps:doi.orgd 10,117 7/00491 241052 744540
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e Automate the application of Reference
Class Forecasting (RCF) and HM
Treasury's Green Book (2022) guidance.

o Experiments show that wunlike applving
blanket PERT distributions, Machineg
Learning Models forecast project delays
with higher accuracy o identify Risk Lead
Indicators and Delay Multipliers.”

s Use of Graph Neural Network [(GMN) to
forecast activity durations.

Each complex project is unique but can gshare many similarities with past projects. GNN
data-driven modelling” has potential bensfits over traditional schedules to train predictive
models on project schedule dala;

« Graph Classification: we use this to classify graphs into various categories. Iis
applications are social netwark analysis and text classification.

» Node Classification: this lask uses neighbouring node labels to pradict missing
node labels in a graph,

» Link Prediction: predicts the link between & pair of nodes in a graph with an
incomplate adjacency matrix, It is commonly used for social networks,

« Community Detection: divides nodes into various clusters based on edge structure.

« Graph Embedding: maps graphs into vectors, preserving the relevant information
on nodes, edges, and structure,

» Graph Generation: leams from sample graph distribution to generate a new but
similar graph structure

Groph Classification Link Prediction

Community Detectlon Graph Embedding Groph Generotion

S g e

figure & - Tepes of Graph Mewrad Netaorks Tasks (o]

" P Zachares, ¥ Hovhannisyan, € Lederma, | Gante, A Mosca On Forecasting Project Activity Durations with

* A Comprehensive Introduction to Graph Neural Networks (GNNs),

hittpsfwww datacamp.comfiutorial'comerehensive-intraduction-gragh-nowak retworks-gnne-iutoria
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7. Organising for Complexity

. Complex  adaplive syslems are nol  closed,
contrallable, or prediciable, and dealing with them
requires & level of tactical, and organisational agility
for collective action on sirategic, systemic nisks.

. Complex probfems are here fo slay. So, how can
Projects belter posture for a complex adaptive futune?

. Projects can invest in 3 strategies to build
organisaticnal capabilities to thrive in complexily:

1. Syetems aclivism
2, Divarsity of thought
Real World Learning 3. Social capital
Systems activism Diversity of thought Social capital
Emerges from rathinking Beaing able to sea that Social capital holds
projects as complhex the syslem resls on syslams logather in
adaplive systams, Wea an ability o idantify a ways hal are nol
zan phot spheres of set of circumstances immadiately obwious
influence o controd from muiiple to engage with other
SYEIEMS’ environments. perspectives. siakeholders.

Organisations can increase their FARness” (Flexibility, Adapfiveness, and Robustness), fo
maximise the variety of responses they can call upon. They can do this, by improving their
sensor and sense-making cagabiliies (e.g. by uging Al and Big Data} to attenuate [filter) what
thoy ara seaking to obsarve and better undersland what is known and controllable.

Know Don't KEnow
£ | enowthat you control Don’t know that you
5 a system variable control a system
= < variable
- ctntol  systeim don’t control a system
-I.:l' variable variable (or that it is
E even present)

Figure 2= Knosdedge-contrd metniy

? Schuck, Tod, 2021, "Cyvbernetics, Complexity, and the Challenges to the Realization of the Internet-of-Things,”
Procedia Computer Sciencoe 1835; 4554, As of 34 February 2023; blips:/doiorg/ 20 1016/ procs 302 105 040
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It is possible o map this generalised model™ of a control system to the specific context of
decision-making for improved information flows and communications, enhanced cognitive
capacity, agility and ability o innovate, and a flexible range of levers o use o exert an
influence on the axtemal anvironment.

Sense
Process [ External data
Compare j_ Desired state
Decide [ Decision aids
Act \
Ta higher decision level

Figure 4 - Laws=ons model

8. Managing Systematic Risks with Integrated Project Governance

As mantionad in our introduction, in the past, projacts could predominantly be descrbed as
clear or complicated, We broadly could agree on what to do, as clear on causal factors, but
perhaps disagreed on how.

Mow, however, projecis are facing increasing challenges from non-linear {and compounding)
causal-effect relationships. These challenges are fundamentally "new”, as they pose often
unique problems which are ill-structured, and whose properies are "emergent”. By emergent,
we maan that the combined featuras and challenges they pose are more than the simple sum
af their parts, bul by the intaraction of their various elameants.

The challenge then is to mitigate the potential complex web of nteractions that may arisa on
a project whilst executing a stratagy or plan, all whilst building in mechanisms to measure the
effectiveness of different approaches for managing complexity, enabling adaptation, and
promating continuous learming.

Recalling Cynefin, complexity remains the domain of probing and emergent insighis, A
recurring theme of these types of frameworks is the need for continuous iteration, keaming,
and adaptation to minimisa the risk of negative unintended consaquences through hedging
and mitigating actions,

W e, 10 197E, “A Unified Theory of Commmand and Contral.” Paper peessnted at the 41t Militany
Operatlons Research Symposium (MORS): http:Swew. journal forcec pe cafvodf nod \08-lauder-eng.asp
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Crganisations, however, struggle 1o strike a balance betwaen fraditional, hierarchical, and
linear approachas o sense-making, planning, and execution which are oplimised 1o solve
camplicated problems.

One approach is to develop an organisation with nested loops of co-evolution of a conceptual
miedel, system, and operational designs, and the adaplive implementation and execulion of
those designs'’. One 'with nen-linear interactions involving adaptive animate components,
interactions that lead to emergent macroscopic properties’, a subset of complex systems mare
generally.

_-.-—\_
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Bperational
Complex deaign
Hituation ,’r

P | . i
- axecution

= opatlo :}&
3 Loop 3 - design
e _D:':lr_'tn ""';‘_"‘”"_‘f'"”ﬂﬂ _..--l-""—‘.‘"—-

locpl o = =
Loap 2 -
Loop 3 : -
-+ [ime

figere 5 - Using nested boogs fe enfence Infegrated Frofel Govermanee

The design dilemma for Executives is how lo pivot between the different domains. For
example, betwesan the clear and complicatad domains of the Cynefin framework. Especially
given the added risks aof turbulence, chaos, and confusion that can be causad by this
managament transition.'*

Frojecis can look to replace hierarchical, and bottom-up reporting (from Froject. to Programs,
io Portfolio) to intreduce iterative feedback loops o investigate altemative plausible zolutions.

M Grisagono, Anne-Marie, 2019, “On tha Acles of Dasign in Defence.” In Design Thinking: Applicatinns for tha
Australian Defence Foree, adited by Aaran Jachsan. Australian Defenee College. A% of 24 February 2023:
hitpeffaodnetwork. cafdasign-thinking-applications-for-the-austral an-defence-force/

T Ravolution, 2021, *Cynefin: Four Frameworks of Martfolio Managament.’ § july, As of 24 Fabruary 2023

hitpesfitreealutionoomfaicles (oynefin four-fre mowors od - gartfolic masagement
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Industrial
Engineering
Projects

Practice and
Procedures for
Capital Projects

in the Engineering,
Manufacturing
and Process
Industries

By The Joint Development Board

The Joint Development Board is sponsored by the Royal Institution of Chartered
Surveyors and the Association of Cost Engineers.

This handbook has been compiled to provide a clear, basic understanding of the
commercial, contractual and statutory matters which affect the life of an engineering
project, from feasibility, through commissioning, to operation.

Practising engineers will find this an invaluable guide to procedures for capital projects.
Students will also benefit from its practical advice, based on many years of experience.

Price: ACOSTE Members £105 + p&p. Non-Members £135 + p&p.
To order a copy please contact the ACOSTE Administration Office:

Telephone: 01270 764798
Email: contact@acoste.co.uk





