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1 What's New in This Critical Patch Update

This Critical Patch Update includes patches for the following Oracle Primavera product
versions:

e Primavera Unifier (17.7 — 17.12, 18.8, 19.12, 20.12, 21.12)
o Instantis EnterpriseTrack (17.1, 17,2, 17.3)

2 Critical Patch Update Availability for Oracle Primavera Releases

The tables in this section list the patches needed for Oracle Primavera products to address
security vulnerabilities and information on downloading and applying the patches. For
additional information on the vulnerabilities that are addressed by the patches, click the
appropriate link in the Advisory Number column of the table.

2.1 Primavera Unifier

Table 1: Critical Patch Update Availability for Primavera Unifier 17.7 — 17.12, 18.8,
19.12, 20.12, 21.12

Advisory Primavera Unifier Product Version
Number 17.7-17.12 18.8 19.12 20.12 21.12
Upgrade to Upgrade to | Upgrade to | Upgrade to | Upgrade to

CVE-2021- 17.12.11.11 18.8.18.10 | 19.12.16.3 20.12.14 21.12.4
23450

Patch 34063509 Patch Patch Patch Patch
CVE-2021- 34063500 34063489 | 34063482 34063307
41184

2.2 Instantis EnterpriseTrack

Table 2: Critical Patch Update Availability for Instantis EnterpriseTrack 17.1, 17.2,

17.3

Advisory Number

Instantis EnterpriseTrack Platform/Middletier Version

17.1,17.2,17.3

CVE-2021-44832

Upgrade to 17.3.4.20

Patch 33980594



http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23450
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23450
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-41184
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-41184
https://support.oracle.com/epmos/faces/PatchDetail?patchId=34063509%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307
https://support.oracle.com/epmos/faces/PatchDetail?patchId=34063500%20%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307
https://support.oracle.com/epmos/faces/PatchDetail?patchId=34063500%20%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307
https://support.oracle.com/epmos/faces/PatchDetail?patchId=34063489%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307
https://support.oracle.com/epmos/faces/PatchDetail?patchId=34063489%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307
https://support.oracle.com/epmos/faces/PatchDetail?patchId=34063482%20%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307
https://support.oracle.com/epmos/faces/PatchDetail?patchId=34063482%20%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307
https://support.oracle.com/epmos/faces/PatchDetail?patchId=34063307%20%20%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307
https://support.oracle.com/epmos/faces/PatchDetail?patchId=34063307%20%20%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44832
https://support.oracle.com/epmos/faces/PatchDetail?patchId=33980594%20&_adf.ctrl-state=71k0irxh6_4&_afrLoop=462892498269307

3 Oracle Construction and Engineering Risk Matrix

This Critical Patch Update contains 3 new security patches for Oracle Construction and Engineering. 1 of these vulnerabilities may be remotely
exploitable without authentication, i.e., may be exploited over a network without requiring user credentials.
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https://www.oracle.com/security-alerts/advisorymatrixglossary.html

